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What new in AppScan 9.0.3.9

IBM SECURITY SUPPORT OPEN MIC

To hear the WebEx audio, select an option in the
Audio Connection dialog or by access the
Communicate > Audio Connection menu option. To
ask a question by voice, you must either Call In or
have a microphone on your device.

You will not hear sound until the host opens the

audio line.

For more information, visit:
http://ibm.biz/WebExOverview_SupportOpenMic

Audio Connection

‘\“ Call Me

Call me at a different number

‘\: I Will Call In

Call Using Computer

Change settings

Florin Coada — Offering manager, Application Security

July 18, 2018

NOTICE: BY PARTICIPATING IN THIS CALL, YOU GIVE YOUR
IRREVOCABLE CONSENT TO IBM TO RECORD ANY STATEMENTS THAT
YOU MAY MAKE DURING THE CALL, AS WELL AS TO IBM’S USE OF SUCH
RECORDING IN ANY AND ALL MEDIA, INCLUDING FOR VIDEO POSTINGS



Questions for the panel

To ask the panel a question during the presentation:
Type a question in the box below the Ask drop-down menu in the Q&A panel.
Select All Panelists from the Ask drop-down-menu.
Click Send. Your message is sent and appears in the Q&A panel.

M

My ORA[N) ©

2 IBM Security



L
Agenda
« What's new in AppScan Source 9.0.3.9
« What's new in AppScan Standard 9.0.3.9

« What's new in AppScan Enterprise 9.0.3.9
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What's new in AppScan Source 9.0.3.9



What's new in AppScan Source for Analysis version 9.0.3.9

Support for .NET framework v4.7 under VS2017
Support for .NET Core 2.0 under VS2017
Support for VS2017 plugin
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Support for .NET framework v4.7 under VS2017

« Projects using .NET Framework v4.7 can now be scanned under AppScan Source for
Analysis.

« All supported .NET languages are included. (C#, ASP.NET, VB.NET)

« Solution file for .NET Framework v4.7 projects can be dropped into AppScan Source to
import or imported via CLI.

« Will require Visual Studio 2017

« Also .NET Framework v4.7 under Visual Studio 2017, which is listed under “Individual

components”.
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Support for .NET Core 2.0 under VS2017

* Projects using .NET Core v2.0 can now be imported and scanned under
AppScan Source for Analysis.

« Solution file for .NET Core v2.0 projects can be dropped into AppScan Source to import or
imported via CLI.

» Project Type will be labeled as “.NET Core” under AppScan Source.

* Will require Visual Studio 2017
* Projects will be published before being scanned

Project Type: .NET Core

Filtering

[]Filter findings contained in external sources El Console 2 | %k Findings

Caching Assessment Output - 6/14/18 9:10 AM

[ Enable Vulnerability Analysis cache 06/14/18 89:10:41 - New scan started

06/14/18 ©9:10:41 - Scanning with Scan Configuration: Normal scan
06/14/18 99:10:41 - Scanning with cross-project analysis disabled

Clear cache | Remove cached Vulnerability Analysis and Custom Rules signature data

String Analysis 06/14/18 89:10:41
[[] Enable String Analysis to find validator/sanitizer functions 06/14/18 89:10:41 - Scanning Project Infrastructure ( 1 of 1)
Apply imported rules to Global Scope 06/14/18 ©9:10:41 - Preparing project for scan...
File Encoding 06/14/18 89:10:41 - Publishing .NET Core project Infrastructure ...
06/14/18 99:10:52 - Microsoft (R) Build Engine version 15.7.179.6572 for .NET Framework
Select the file encoding for this project: 1S0-8859-1 Copyright (C) Microsoft Corporation. All rights reserved.

Overview | Filters| Rules and Rule Sets | File Extensions | Additional Assemblies| Project Dependencies
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Support for VS2017 plugin

 AppScan Source is available as a plugin for Visual Studio 2017.
New menu “IBM Security AppScan Source”.

* Menu options include executing scans, configuring scans, viewing traces and
filters, etc...

IBM Security AppScan Source | Window  Help IBM Security AppScan Source Window Help
Scan 3
Configure Scan... Scan 4 ‘3@ Scan Solution
Open Assessment... Configure Scan... Scan :’Cl-_.e(:t
Save Assessment o A + - B
Save Assessment As... pen Assessment... =Can rile
Findings Windows » Save Assessment Cancel Scan
¥ Finding Detail Save Assessment As... |
%8 Trace
B Filters
W Bundles L . o
Open Bundle.. Findings Windows » ﬁ Findings
Knowledgebase Help ‘;? Finding Detail -ﬁT Filtered Findings
CWE Topic Help - B
T8 Trace -;;@" Excluded Findings
B Define Variables...
Y&  Edit Preferences.. B Filters ?  Fixed/Missing Findings
Help H= B H
. * Moaodified Findings
2l  About IBM Security AppScan Source... a Bundles El?
[2l  Support Resources... Open Bundle... v Custom Findings
Release Scanning License .
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Support for VS2017 plugin

e Scan results and traces can be viewed under Visual Studio 2017.

dotnetsamples.ozasmt +# X

IBM Security AppScan Source for Development

dotnetsamples
Scanned:6/14/2018 9:25 AM
Saved:Not Saved

Viewable Findings is Fixed /Missing Findings o]
Filtered Findings o Modified Findings o
Excluded Findings o Custom Findings o

Filters

< >
Viewable Findings - I x
~E~# AEB  Viewable Findings
3 = = N
=) W Qualis | roce - Severity | Classificat| Context File Calling Line
@ Lo ion Method
=-a% Valid Low Definitive ! System.Con | System.Con | ConsoleMo ! ConsoleMo 57
T Low Definitive System.Con : System.Con : ConsoleMo : ConsoleMo 53
- M Low Definitive System.Con : System.Con | ConsoleMo : ConsoleMo 33
= o% Valid Low Definitive System.Con ; System.Con : ConsoleMo : CyrillicToRo 46
i - Low Definitive System.Con : System.Con : ConsoleMo : Cy 27
S Hi» i
Low Definitive  :System.Con : System.Con : ConsoleMo : CyrillicToRo 43
4 > -
Viewabl ngs eliis
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Known limitations:

. 11 9.0.3.6 VS 2015 plugin that was delivered as an ifix is installed, it needs to be removed

manually before upgrading to 9.0.3.9
« Visual Studio 2017 .NET Assembly projects are not supported with .NET Core.
. Visual Studio 2017 C++ projects are not supported.

« Windows 10 requires compatibility mode (Windows 8) for installer and uninstaller.
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Resolved Defect:

« PI69539 Unable to sort custom AppScan Source report by Severity
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Questions?

Now is your opportunity to ask live questions.

To ask a question now:
Raise your hand by clicking Raise Hand. The Raise Hand icon
appears next to your name in the Attendees panel on the right in the
WebEx Event. The host will announce your name and unmute your line.
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What's new in AppScan Standard 9.0.3.9

Greatly Improved Login Management Configuration
New Action-Based Explore Options
Improved Action-Based Scanning

RFEs & APARS

Known Issues




L
Login Management: Main tab

Export and Import were moved from the recorded login to the bottom of the dialog, and are
available in all login modes. This was done because they are not just for Recorded Login, but

for all login configurations.
Advanced Configuration items in this view were moved the new “Advanced” Tab:

Login ~ Review & Validate Session Dz Advanced

Advanced Login Settings
[] Aways log out before logging in

=4

[] Mumber of failed login attempts allowed before user is locked out:

Logout Page Detection

Pages matching the following regular expression are logout pages:

“lcgcut'\ . ESpx
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Login Management: “Review & Validate” tab

The Login Management Details tab (now Review & Validate) was changed in order to emphasize the
configuration items (login playback, in-session request, Detection pattern) and improve the tools we
use to configure and debug login configuration. The more complex actions have their own dialog.

ate! Session IDs  Advanced
Login Playback

Login Playback Method | Actionbased b -{;),'I Replay ? Edit
Session Detection

In-Session Detection Request

https ./ /dema testfire net/bank.‘main aspx -

Advanced reguest selection

In-Session Detection Pattern

|>Sigr1 Off < ~ Advanced pattern selection
®) |In-Session () Out of-Session [] RegExp
" Selected pattern is valid.

Validate

]fa Login successfully configured

Using action-based login
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Login Management: Edit Action-Based playback

Troubleshoot Action-Based sequence operations in this dialog:

Add/edit individual “walit” actions.
-OR-

Select all wait actions using the select menu, and
click on edit and increase their delay time

(useful when you are not sure where to add a delay).
-OR-

Change playback browser (e.g. to Chromium)
-OR-

Increase/reduce total login timeout (max time)

Edit Acticn Based Playback

Fix recommendations:

Click "Replay” to verify that the playback logs in to the site successfully. If it does

not, try the following:
- Increase wait period between actions
- Add wait peniod at the end of sequence
- Record login using a different browser

Select - All
Select - "Wait' actions

Select - Mone

AppScan IE browser ~ | | {3 Replay #| | = |+ &
Validated Type Value BElement

v Wait 0 seconds ]

v Click on tag=IMG an IMG tag ( TABLE[O].TE

v Set jsmith” in id=uid jsmith the uid element { Huid)

v Wait 0 seconds ]

v Click on name=passw an INPUT tag (.#Hlogin. TABLE[C
" St " in name=passw """ an INPUT tag {#login. TABLE[C
v Wait 0 seconds ]

v Click on id=btnLogin the btnLogin element {HbinlLog
" Verify Elements Exist an Atag { TABLE[D]. TBCDY]O]
£ >
Timeout for single login attempt (seconds):

Help QK Cancel
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Login Management: Edit Request-Based playback

. To open the request-based edit, click
on the edit button when login playback
method in “request based”.

« The new view has a search field and a
filter viewed domain. This will enable
you to easily select and delete unwanted
requests.

« You can also select in-session request
here, but the preferred dialog to do that
is “Advanced request selection”

Fing:

Method

POST
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET

= in: Responses -

URL

hitps://prepiam foronte.ca ibm com/autheve/mifim /sps/autheve 751

hitps://prepiam toronto.ca ibm com/idaas/oidc/endpaint /defauk /aut ..
Hitpa://stage appacan ibmcloud com/sgnin blueid Fscope=openidds ..

hitps://stage.appscan ibmcloud com/api/ SCX/Account /ExtemalLogi...
hitps://stage.appscan ibmcloud com/AseC LI serviceui/main/myapp. ..

hitps://stage appscan ibmcloud com/apisv 2/ Tools DeployConfigurat
hitps://stage.appscan ibmcloud .com/api/SCX/Account /...

Hitps://stage.appacan ibmcloud com/apifv2/Accourt/Environmert D ..

hitps://stage appscan ibmcoud com/apifv 2/ Account/SCXTenantinfo
Fitps://stage. appscan ibmeloud com/api/v2/Accourt/ User Tenants
hitps://stage. appscan ibmcloud com/api/ SCX/ Account /Sbe Token
hitps://stage.appacan ibmcloud com/ apisv 2/ booount/ SCXConsulta.,,
Hitps://atage appscan ibmcloud com/apifv 2/ Apps/Count
Hitps://stage appscan ibmeloud com/ spifv 2/ Apps/GroupCourt 2gm....
Fittps://stage appscan ibmeloud com/api/v 2/ Apps/GroupCourt 2gno....

itps://stage. appscan ibmcloud com/api/v2/Apps TSorderby=Rsk Ra...

hitps://atage appscan ibmclowd com/api SC A/ Account /Subscription
hitps://stage.appecan ibmcloud com/2pi/ SCX/Account /She Token

hitps://stage.appacan ibmdoud com/apifv 2/ Account/SCXConsulta ..
Fitps.//stage. appscan ibmcloud com/apiv 2/Apps/GroupCount 7gra...

Show Domains -

Set a5 In-Session Request

E www ibm com

[ stage appscan bmcloud com
] prepiam toronto ca bm com

El liveadvisor eu-gh mybluemix net
b-] liveadvisor au-syd mybluemix net

Ignore
lgnore
Ignore
Ignore
Ignore
Ignore
Ignore
lgnore

200
200
200
200

200
04
200

e-
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Login Management: Selecting In-Session Request

. If the “In-Session Detection Request” section indicates an error:

Session Detection

In-Session Detection Request

Naone w Advanced reguest selection
@ Select an in-session request.

you can now:
1) select a new request from the combo-box:

-OR-

2) Click on “Advanced request selection” to get a dialog with more info that will help select a good
request, if there is one.

Session Detection

In-Session Detection Request

None

Advanced reguest selection
https://stage appscan.ibmcloud com/api/SCH Account /Extemal Login Presponse_type=tokenéclie
https://stage.appscan ibmecloud com/AsoCUI/serviceui/main/myapps/portfolio /switchstate
https://stage.appscan.ibmeloud .com/api/v 2/ Tools/DeployCorfiguration
https://stage.appscan ibmecloud com/api/SCXAccount /Userinfo
https://stage appscan ibmeloud com/api/v 2/ Account /Environment Details Advanced pattern selection

https://stage.appscan ibmecloud com/api/v 2/ Account /SCXTenant Info
https://stage appscan ibmeloud .com/api/v 2/Account /UserTenants
httns-/ /stane annscan ihmelond com/fani/SCEAncaunt /Sha Token
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Login Management: Advanced Request Selection dialog

. “Advanced request selection” dialog shows you more info to help you select, at-a-glance, a request

with a good pattern. In the image in the next slide, a candidate for the in-session detection request
is marked in purple.

« In the right column, we show for each request (after the login request) a few of the possible in-
session pattern candidates.

. If arequest doesn’t have any candidates, and the right column is empty (it might takes a few
seconds to fill the column, we have a notice for that:

% Searching for "In-Session Detection Request” candidates ...

Tvpe Result Poss

that means that sending the request with and without the cookies gets the same response, so the

request is not suitable to be the “In-Session detection request”.
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Login Management: Advanced Request Selection dialog (1)

This image shows the dialog with a “good” working configuration:

Advanced In-Session Request Selection O X
& In-Session Detection configuration is valid
Find: - in: Responses - Show Domains - Set az In-Session Reguest Advanced pattern selection | | & | | =
Method URL Tyvpe Result  Possible In-Session Pattems ~
POST https://prepiam toronto ca ibm com/auths...  Login - Credentials sent 302
GET https://prepiam toronto ca ibm com/idaas...  Login 302
GET https://stage.appscan ibmcloud.com/Eig...  Login 302
GET https://stage.appscan ibmeloud. com/api...  Login 200 [ sessionStorage access Token | |, [location assign ], [head | . [ https:/
GET https://stage.appscan ibmeloud. com/fso...  Login 200 [ https://support ibmcloud .com/ics/support/mylogin.asp Aogin ] . [ app’
GET https://stage.appscan.ibmcloud.com/api...  Login 200
GET hittps://stage.appscan.ibmcloud.c... In-Session Detection request 200 [ UserName":"stagingyehudit @mailinator.com ] . [ Email ":™
GET https://stage appscan.ibmcloud.com/api...  lgnore 200 [ DeploymentMode™:"staging |
GET https://stage appscan.ibmcloud.com/api...  lgnore 200 [ Usemame":"stagingyehudit @mailinator.com ] , [ Email";"stagingyehuc
GET https://stage appscan.ibmcloud.com/api...  lgnore 200 [ Mame";"Yehudit Harari ] .
GET https://stage.appscan.ibmcloud.com/api...  lanore 200
GET https://stage. appscan.ibmcloud.com/api...  lanore 204 hd
L4 >
Detection Pattern: |Yehud'rt\ HararilFirst | ~ | o Selected pattern is valid.
(®) In-Session () Out of-Session RegExp
Hel Concl




Login Management: Advanced Request Selection dialog (2)

This image shows the dialog when no “In-session detection request” is selected:

Marked in green: a request candidate with a nice pattern for the in-session detection request.

e Session detection disabled Select Request

Select a request that occurs after the login request ('Credentials sent’) and that has values in column Possi -Session Patterns'.

Find: - in: Responses - Show Domains - Set as In-Sessi uest | | Advanced pattern selection | | &
Type Result  Possible In-Session Pattems
ibm.com/idaas/mitfim/sps/authsve ?Policyld=ur...  Login 200
ount /us-ens Login 200
ibm .com v 1/mgmt Aidaas/user/identitysources Login - Credentials sent 200
ibm .com/authsve/mtfim/sps/authsve ?Stateld=...  Login - Credertials sent a2
ibm .com/idaas/oidc/endpoint /default /authoriz...  Login a2
cloud .comy/signin-blueid scope=openidécode=...  Login 02
cloud .com/api/SCX/Account/Extemallogin?re...  Login 200 | sessionStorage access Token ], [ location.assign |, [head ], [ https://stage appscan ibmc
cloud.com/AsoC Ul /serviceui/main/myapps/po...  Login 200 [ https://support ibmcloud .com/ics/support/mylogin.asp Aogin |, [ app" ng-strictdilang ] .
cIoud.comIapi;’vZ-’To: :: ﬁ yration Login 200
cloud.com/api/SCH Account/Userinfo lgnore 200 [ UserMName":"stagingyehudit@mailinator.com ] , [ Email";"stagingyehudit @n‘lailinator.@] )
cloud.com/apisv g oo RTAT =les = e e o e
cloud.com/api/v 2/ Account/SCXTenant Info lgnaore 200 [ Usemame":"stagingyshudit@mailinator.com ] , [ Email":"stagingyehudit @mailinator.com ] .
cloud .com/api/v 2/ Account/UserTenants lgnaore 200 [ Name":"Yehudit Harari ] .
cloud .com/api/SCX/Account/ShsToken lgnare 200
cloud .com/api/v 2/ Account/SCX¥Consultant Info lanore 204
£ >
Select an in-session request.
® In-Session () Out of-Session RegExp
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Login Validation: Progress dialog “More Details”

« We have added a “More Details” link to the progress dialog that the user sees after recording login
or clicking Validate. Clicking the link will display the steps as they occur.

Validating Legin configuration x

Playing Action-Based Login seguence...

I
More Details
Details After recording login: Details after validation, only request base succeeds:
Analyzing Recorded Login configuration.., X Validating Login configuration X
"  Playing Action-Based Login sequence: Done View actions &  Playing Action-Based Login sequence: Failed View actions
#  ldentifying Sessien [Ds: Done \View Session IDs )  Testing Session Detection request: Failed View reguest
Number of Session IDs detected : 1
v Playing Reguest-Based Login sequence: Done
v Selecting a Session Detection pattern: Done
In-Session detection pattem : »<img border=0 src=./images/logout gif >< ER elinalc==onlelecinat et bone Yiew request
In-Session detection request : hitp://red/bank /welcome aspx
«"  Testing Session Detection reguest: Done View reguest o Log In SUCCESSfU ”Y ConﬂgurEd
@ Login successfully configured
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Login Validation Progress dialog: Info on step: “Testing Session
Detection”

In-Session Detection responses - =

For the step “Testing Session Detection”,
you get a dialog that shows: _ | |
. In-5ession Detection failed because the configured pattern wasnt found in the response:
Right panel: actual request sent et Hara s
Left panel: the request recorded during P I s Dot ot
login. This lets you determine whether v Recues v Reues
Session IDs were sent correctly. Soar hosns HomiTrert o Ramdors WE 617 MOWSH; Teiduns/n| | Uewe-heube Horiitass o (Fundows NF ¢.1 WMEd; Tridens/ |

€) In-Session Detection failed

Accept: applications/json, vext/plain, */* Accept:. application/jscon, Text/plain, */°
Host: stage.appscan.ibmcloud.com Host: stage.appscal bmcloud. com
M Connection: Keep-Alive Connection: FKeep-Alive
In the example On the rlght, I deleted a Rafarer: https://stage.appscan.ibmeloud. com/AsolUI/ servi Referer: hoops://stage.appscan. ibmsloud. com/AsollUI/ sexvi
Accept-Language: en-US,en.;gq=0.7 he,q=0.2 Accept-Language: en-US,en;q=0.7, he;g=0.3
C70SwiminSkkol Authorizsation: Bearer GlTcHgIAZX CxH7To5016CTOSWIminSkkel

custom header from configuration, to duthariaatice: Rasses GITCRgiLLE Garioso
simulate a problematic scenario. Both
requests are sent with the SAME R —
authorization header!! They should have FTo7L3 200 Same value for Authorization header i

dff | X-XS5-Protection: 1; mode=block X-XSS-Protection: 1; medesbleck
t Server: Microseft-IIS/7.S R T T
I eren Va ues' :u::::t-L.::qt: 1236 o Contlnt—brngt:t: 80
X-Content-Type-Optionsa: nosniff WhW-Authenticate: Bearer
. . Cache-Control: no-store, no-cache v WWW-Authanticate: Bsarer W
iet= - ity: t=age=E3072000; ineln T ~Content= ~Options: nosniff
In previous versions we would have needed iz mugs e et e . :

T
¥
>

1L

to turn on the traffic log, rerun the scan, A< ' | e I
open Traffic viewer and figure out which
requests we need to compare.
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Login Validation progress dialog: Info on steps (2)

Info dialog for Session IDs step:

Info dialog for Action-Based playback:

IBM Security

View Session IDs *

Session |Ds detected in login sequence:

Mame

ASP MET_Sessionld Cookie

Type

View action based sequence

Validated

LLLL L L

~

Type Value
Wai 0 seconds 1]
Click on tag=IMG

Wait 0 seconds 1]
Click on id=uid

Set Jsmith" in id=uid jsmith
Wait 0 seconds 1]
Click on name=passw

Gt e nname=passw s
Wait 0 seconds 0

Click on id=btnLogin
Werify Elements Exist

Element

an IMG tag ( TABLE[D]. TBO

the uid element { Huid)
the uid element { Huid)

an INPUT tag { Hogin. TABL
an INPUT tag { Hogin. TABL

the btnlLogin element | Hbtnl
an Atag (. TABLE[D]. TBOD

>
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New Action-Based Explore Options

AppScan Standard 9.0.3.9 supports new scan configuration in Action-Based Explore.

In previous versions the support team configured some of the scan configuration manually
from the template.

Explore options configuration was redesigned and now contains new tabs for Action-Based
and Request-Based configuration.
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New Action-Based Explore Options (1)

Added Val Ue Scan Configuration - ul X

EXPLORE Main  Action-Based Request-Based
Q H B d E | . URL and Servers
° Ctl 0 n - as e Xp O re I S n OW I I l O re Login Management Action-Based Exploring: A browser is used to scan the site, a5 a user would, performing actions that are available in the browser. This method is particulzrly
. Environment Definition effective where new technologies such as JavaScript and Session Storage are used, and for sites that are RIA, Single-page Application (SPA), or AngularJS.
Conflgurable_ Exdude Paths and Files
Explore Options General (7)

Parameters and Cookies

. User has more control on Action-Based st o R

Error Pages Minimum wait before invoking actions on page (ms)
Multt-Step Operati . ) !
EX p I 0 re N C:ntent—:aszzr:ez:s Auto detect dynamic-page loading
Glass Box
. . CONNECTION Filters (7)
« Configuration can be changed more Crmncinanlbony || o it DN s
easily from the AppScan Ul rather than Test W i

Test Policy

using a template. I

Privilege Escalation Actions on DOM elements whose idiname/ng-model atiribute value matches

Malware any of these:
GENERAL -
Scan Expert + ‘f -
Advanced Configuration Clear
Cancsl
Sort
Filter
General Tasks
[# Export as Template
) Load Template
{2 Revert to Saved
Help 0K Cancel
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New Action-Based Explore Options (2)

General (7)
Configuration options now available in AppScan: Explore fimeout (min): -
« Explore timeout: Limit the Action-Based Explore Minimum wait before invoking actions on page (ms): [200

duration to certain amount of time. TR e e ey e

« Minimum wait before invoking actions: Ensure that

the page is Explored only after it has loaded Filters (7)

successfully.
y Skip actions on identical DOM elements

. Auto-detect dynamic-page loading: Helps [] Analyze and skip redundant actions
determine dynamic page loading progress.

v Actions to skip (7)

Actions on DOM elements whose id/name/ng-model attribute value matches
any of these:

+| # =

Clear
Cancel
Sart
Fitter
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New Action-Based Explore Options (3)

General (7)
« Skip actions on identical DOM elements: Reduce Explore fimeout (min):
Explore time. . . o
Minimum wait before invoking actions on page (ms):
« Analyse and skip redundant actions: Skip similar Auto detect dynamic-page loading

actions that will most probably lead to similar results.

. Actions to skip: User can now define DOM elements ~ Fites @
to exclude from exploring. Skip actions on identical DOM elements

|:| Analyze and skip redundant actions
¥ Actions to skip (?)

Actions on DOM elements whose id/name/ng-model attribute value matches
any of these:

+| #F |-

Clear
Cancel
Sart
Fitter
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New Action-Based Explore Options (4)

Notes:
* Request-Based configuration capabilities remains same as before.

« AppScan Extended Support Mode now contains Action-Based Explore logs in addition to the
logs that were packed before such as:

 Graph.dot

 Crawler log

« Crawler Click Filtering log.
* dom-states
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Improved Action-Base Scanning

 The Chromium component (“embedded browser”) has been upgraded under the hood
» Upgraded from v57 to v65 (includes number of fixes and improvements)

» Improved several product capabilities: Action-Based Explore, Manual Explore, Login,
Multi-Step Operations

» Greater compatibility with newer web apps, and improved coverage to reveal additional
vulnerabilities.
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AppScan: Custom Report Template

Create Report x

« You can now save your customized report as a template | Q =

- s = Lo =]
Security Industry Standard Regulatory Compliance Delta Analysis Template Based

« You can use the saved report templates in the GUI in Fepot Tpe Lo
future scans <~ g G

Delete Template v:::::flssues 1

« You can also use them in the CMD M oo Costom Template .

with the parameter “/report_template” Saxs 0 Templte | | [Sammary

— Sort by Detailed Report
. . . . . i ) Min. Severity: g;velol:ler

[ /report_teplate|/rtenplate|/rtm <CliDefault,GuiDefault, Summary,DetailedReport, Developer, RNENCRERREE—".. B et |
T S R R Max Var Custom Template2 |
A, Sitelnventory,CustonTemplatel, CustonTemplated, test 1,test 2,test template {Cliefault} ] Jsdiems e 1

Sart by: ® Issitest template
O url T T T

View when done Save Report Close

Help
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RFEs

. [222860] Add Test Type filtering and sorting to Custom Word Reports
o [210824] Customized Security Report (as template) from both CLI & Ul
o [211222] Include CVSS Scores in Industry Standard and Regulatory Compliance Reports

« [230988] When creating a job in ASE from ASD, add ability to skip Automatic Explore and
continue directly with Test stage

o [176376] Support Windows 8.1 and Windows 10 (AppScan License): Solved due to new
License Manager that replaced LKAD

« For more information https://www.ibm.com/support/docview.wss?uid=swq27047066

IBM Security


https://www.ibm.com/support/docview.wss?uid=swg27047066

Abstract

P191784
Files with extensions EPS, Al and LZH are not excluded from scans by default

[MEYZSEE Update "Temporary Directory Found": Fixed validation issue information

P198479 No Issue Information for “Body Parameters Accepted in Query” Issue

- New "Spring Server Endpoints Exposed"
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Known Issues

. Important: Version 9.0.3.9 is not fully localized

« Some of the changes in this version have not been fully translated into the supported non-English
languages, both in the user interface, and in the Online Help documentation. User Interface In a
few cases the localized interface contains either outdated localized text, or English text

« Online Help: Two important new features in this version are found in Login
Management and Explore Options views of the configuration dialog box. The translated
documentation is not updated with these features, and describes only the features from version
9.0.3.7. The English documentation is up-to-date. To access the English documentation for these
features: In Windows Explorer, open ...\AppScan Standard\Docs

« Locate and open AppScanOnlineHelp.chm (the English Online Help file)

« Go to Introduction > What’s New, where the first two items describe the new features and
contain links to the full documentation
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Known Issues

« When you record a login sequence in Config > Login Management, and then move to
the Review & Validate tab, if Request-Based is the selected Login Playback Method, you
may be unable to change it to Action-Based.

Workaround: Close the Scan Configuration dialog box and reopen it.
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Questions?

Now is your opportunity to ask live questions.

To ask a question now:
Raise your hand by clicking Raise Hand. The Raise Hand icon
appears next to your name in the Attendees panel on the right in the
WebEx Event. The host will announce your name and unmute your line.
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New Features in AppScan Enterprise 9.0.3.9

Windows 2016 Server support

Import HTTP Archive (HAR) traffic files for content scan jobs

Users and Groups search capability in the Administration tab

OWASP Top 10 2017 Report

REST APIs for DevOps

SQL Script to delete old and unused issues from database.

Compute CVSS for issues imported/published from AppScan Standard
TLS1.2 Support - defect fixes

New ADAC capabilities - Proxy settings
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Windows 2016 Server support

Machine that hosts the SQL Server Database

 Machine that hosts the AppScan Enterprise Server

Machine that hosts the Dynamic Analysis Scanner
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Import HTTP Archive (HAR) traffic files for content scan jobs.

o To be used as login sequence data in Login Management page.

Leogin Management

Login Method
» Recorded (Recormmended)

Autamatic

Mone Log in to the application using the following login sequent

There are na iterms available.

o To be used as explore data in What to Scan page.

¥ Manual Explore |2

Include the fallowing manually explared URLs in the scan.

There are na items availahle.

)
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Users and Groups search capability in the Administration tab

* Users having administrator role can search users and groups by ‘Name’ field.
* In “Administration > Users and Groups”

* Wildcard character “*’ is supported.

Name * User 1D/ Oroup Name Tyoe License

IBM Security



OWASP Top 10 2017 Report

. Dashboard . Portrolio . Hew Applicatio

Monitor View

All Business Units

Security Risk Rating VWhat's this 7

« “OWASP Top 10” report in
Dashboard uses 2017 report.

Critical

0
* Report template “OWASP Top 10 SRS v

Security Risk Rating

2013”|S replaced by ”OWASP Top Security Risk Rating by Business Unit

Testing Status
10 2017” in export functionality.
Applications YWith Open Issues
Cpen Issues By Severity
Top lssue Types (Appd
OWASE Top 10
CWWESSAMS Top 25
lssue Severity (Max

lssue Severity (Maxd by Business Unit

Select a report template

Report Template

OWWASE Top 10 2017

WASC Threat Classification 2.0

MERC CIPC Electricity Sector Security Guidelines
International Standard - 50 27002

International Standard - 50 27001

MIST Special Publication 800-532

CAWEISAMNS Top 25 Most Dangerous Programming Errors
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OWASP Top 10 2017 Report

Scan View e

Scans = ASE = Users = Mrinmoy Bisweas = Application DAST JOB

* “OWASP Top 10 2013” report is replaced Setup || Progress || Results
o" ”n
by “OWASP Top 10 2017” in report packs. Sroken Links
File Inventory
Filtered Links
Financial Services (GLEA)
Healthcare Services (HIPAS)
OVIASE Top 10 2017
Fages
FPages with Linfilled Forms
Remediation Tazks
Script Farameters
Security lssues
Security Risk Assessment
The Payment Card Industry Data Security Standard (P
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L
REST APIs for DevOps
Scan Management REST APIs

« Enhanced WebHook capability to post job status to endpoint URL.

/services/folders/<folderId>/folderitems?templateid=<id>

« Enhanced REST API to support exclusions with exceptions for content scan jobs.

/services/folderitems/<fiid>/options/<option>
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REST APIs for DevOps

Application Management REST APIs

« New REST API to upload a template file.

POST /templates

- New REST API to create a job using a template file.

POST /jobs/createjobBasedOnTemplateFile
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SQL Script to delete old and unused issues from database.

terpriselWebdpp i downloads

° T h e S QL SC ri pt Inchudz inlibrary v Sharewith v hew folder
‘DeletelssuesBasedOnDate’ accepts = tane iemedter [T
. . ( ) (p 7 tap E Appacan_Setup 71312018 2:05 PM Application
issues creation ‘from’ and ‘to’ data
oads B AppscanDasTCient_Setup 7/3/2008 11:26FM  Application
asin put argu ments to dE|ete ISSUES it Places & fppscanProxyServer L24{2007 432PM WinRAR ZIP .
f rom d at a b ase. E ASE_GSCSetup Ti4iz018 1241 AM Application
§ |_h'_| Clean_FolderThemDeleteTrace 12142017 432 PM Microsaft 501
Imenks
|| DatabasePruningQueries 220G 240PM  Text Docume
|§-°'_| DeletelssuesBasedOnDate BIZ72018 7156 FM Microsaft 501
res |_| FireButhon, i 7i412018 12:16 &M %P1 File
i E a6 _DotNET _Setup 11/28/2017 4:00 M Application
WinRaR ZIP .

E 36 _Java_Manual_%etup 1112812017 4:00 PM
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Compute CVSS for issues imported/published from AppScan
Standard

* “AppScan Standard” scanner is enhanced so that CVSS is computed for
issues imported/published from AppScan Standard.

Severity 202 items Crealz Stan  Imporilssues | was

lssue  Status  CVSS Severly | 1ot Updated  Date []
Value

High (31}

250 New 75 DOM Based Cross-Site Scripting https./idema.tesffire netidisclzimer him AppScan Standard High 08I06M8 14:35 D

255 New 75 Cross-3ite Seripting https./idema.tesffire netizearch.azpx AppScan Standard High 08I06M8 14:35 D

258 New 75 Cross-3ite Seripting https./idemo.testfire neticomment aspx AppScan Standard High 08I06M8 14:35 D

2682 New 97 SQL Injection hitps:/idemo festfire. netbank/account agpx AppScan Standard High (&/0G/ME 14:35 D



TLS1.2 Support - defects fixes

« SQL server patch need to be installed.
« SQL Server Native Client need to be installed.
« Enable TLS 1.2 on server boxes.

« Refer this technote for more information.

http://www.ibm.com/support/docview.wss?uid=swq22015121
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http://www.ibm.com/support/docview.wss?uid=swg22015121

New ADAC capabilities : Proxy settings

« Local Proxy Settings: Proxy for recordings in ADAC
(login, manual explore, etc.) on the tested site

« A new option added: Use ASE Agent Proxy settings
(Local Proxy settings will be identical to
ASE Agent Proxy Settings)

« ASE Agent Proxy Settings: Proxy for the agent
connections to the tested site

IBM Security

Proxy (7
Local  ASE Agent
Use these proxy settings for AppScan Dynamic Analysis Client connections to the tested site.
(®) Use ASE Agent proxy settings
(") Use this machine's Intemet Explorer proxy ssttings
() Don't use nrow )
() Use custo Proxy (2)
local ASE Agent
Use these proxy settings for AppScan Enterprise agent connections to the tested site.

(®) Use AppScan Enterprise agent Intemet Explorer proxy settings

() Dont use proxy
O lse custom proxy settings:

8080

lse these credentials when Basic, NTLM or Kerberos authentication is required by the proxy:

UUser Name: | |

Password: |

|
Confirm Password: | |
|

Domain: |




Resolved Defects

« PI79408 "Link to unclassified site" issue is unable to export to Detailed Security Issues
PDF

« 33790707  Upgraded Jackson data bind libraries bundled in AppScan Enterprise

o PI194897 CVSS values in Monitor tab is zero for issues imported/published to monitor
tab from AppScan Standard

o PI85553 2013 OWASP removal and 2017 inclusion

. PI84292 Documentation to create a user account to run stored procedures is no longer
valid

« PI195800 Excel report export not displaying properly from the monitor view
« PI83739 Non-admin user has access to Dynamic Analysis Client proxy link
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Questions?

Now is your opportunity to ask live questions.

To ask a question now:
Raise your hand by clicking Raise Hand. The Raise Hand icon
appears next to your name in the Attendees panel on the right in the
WebEx Event. The host will announce your name and unmute your line.




IBM Security Learning Academy

www.SecurityLearningAcademy.com

6 IBM Security Learning Academy
Prepare to outthink security threats

New content £ e it Learning at

IBM SECURITY SUPPORT
IS HERE FOR YOU

published daily! o F 0N R no cost!

Learning Videos ¢« Hands-on Labs e Live Events
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Where do you get more information?

Questions on this or other topics can be directed to the dW Answers forum:
https://developer.ibm.com/answers/topics/appscan-enterprise/

More information you can review:

* AppScan Enterprise fixpack 9.0.3.9 available at FixCentral
* AppScan Standard 9.0.3 Fix Pack 9 at Fix Central

*  AppScan Source 9.0.3.9 available at Fix Central

e« AppScan Enterprise versions available
e« AppScan Standard versions available
« AppScan Source versions available

* Security Learning Academy: www.SecuritylL earningAcademy.com

Useful links:
Get started with IBM Security Support
IBM My Support = Sign up for “My Notifications”
FREE learning resources on the Security Learning Academy

Follow us: Y (&
it
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http://www.youtube.com/IBMSecuritySupport
http://twitter.com/AskIBMSecurity
https://www.facebook.com/pages/IBM-Security-Support/221766828033861
https://developer.ibm.com/answers/topics/ASoC/
http://www-01.ibm.com/support/docview.wss?uid=ibm10713569
http://www.ibm.com/support/docview.wss?uid=ibm10715607
http://www.ibm.com/support/docview.wss?uid=ibm10715965
http://www.ibm.com/support/docview.wss?uid=swg21971043
http://www.ibm.com/support/docview.wss?uid=swg21971041
http://www.ibm.com/support/docview.wss?uid=swg21971044
http://www.securitylearningacademy.com/
http://www.ibm.com/support/docview.wss?uid=swg27045701
https://www.ibm.com/mysupport
http://www-01.ibm.com/software/support/einfo.html
https://www.securitylearningacademy.com/
http://www.ibm.com/support/docview.wss?uid=swg27045701
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